
The Importance Of
Employee Awareness 
In Cybersecurity For Business
A Guide to Adapting the Management Buy-in Deck for Your 
Company



How To Use This Deck

You might need some help in convincing your peers and seniors

to commit to rolling out the Employee Cybersecurity Kit. That's

why we have designed this simple, easy-to-follow presentation to

help establish the importance of employee education on

cybersecurity, demonstrate how Cybersecurity breaches can

adversely impact your company's bottom line, and showcase the
benefits of running the Kit.

These first 2 slides are a guide to advise you on how to adapt the

presentation for your company's needs. Little grey "GUIDE" boxes

are scattered throughout the pages to guide you on how to adapt

the corresponding slide accordingly to your company.

You will need an estimated one to two hours to adapt the

presentation for your company.

Objective of this deck: Offers a quick snapshot of the likelihood

and consequences of a cyber attack on the business; and how an

employee programme is an effective way to guard against

cybersecurity threats.

What it contains:

v Statistics on how prepared businesses are in Singapore, and

why employee awareness is important in the fight against

cybersecurity threats

v Framework for cost-benefit analysis

v What makes a good employee education programme

Statistics for Internal Assessment
In a survey conducted by the Singapore Business Federation,
senior management of companies from across industries
indicated their concern that their business could be vulnerable to
a cyber attack. In reality, not many invest in an holistic approach
– i.e. the hardware, software and peopleware aspects of
cybersecurity. The statistics offer a reality check on where your
company is in awareness, understanding or actions in relation to
being cyber savvy.

Incorporate qualitative (quotes, cite incidences or photo evidence)
or quantitative (IT survey figures or system use numbers)
information to provide as accurately as possible a snapshot of
your company’s situation. Get help from your HR, IT team or
department heads to input data where necessary.

Cost-Benefit Analysis
To assess relative importance of business priorities, the decision
to invest in an employee programme depends on the opportunity
cost for a company. The framework provided in this deck guides
you on what to consider for two scenarios: If no employee
programme was implemented and if an employee programme was
implemented.

The intention is to demonstrate how - by not implementing an
employee programme - the risks and potential costs are too high
to bear; and how an employee programme reduces potential costs
to the company.



How To Use This Deck [continued]

Elements of a Good Employee Awareness Programme

After your senior team is aligned on the need to kick-start an
employee programme, the next step is to define the extent
of the first step to take. It is possible to build a rigorous
employee programme by starting small and being consistent.

The slides included in the last section of this deck explain in
a nutshell the habit conversion model that the Employee
Cybersecurity Kit is based on, and tips that will increase the
success of your employee training programme.

You’ll find four types of guiding information in the little grey
"GUIDE" boxes on the left side of the slides. These include:

Reference tools and external aids to
help you with the specific task

Assistance or input that you may need
from around your company

Watch-outs

Reminders



According to a 2016 Beazley’s Survey: 

While 75% said that cyber security has increased 
in importance for their business over the last 
three years, only 40% of SMEs think that their 
company is adequately protected against cyber 
security risks.

• [Insert note on where the company is on this front]

* Source: Beazley’s Survey on the Perception of Cyber Security Risk 2016

GUIDE

Take a senior executive 
straw poll on whether 
they are concerned 
about a cyber-attack on 
the business. Contrast 
that with the company's 
current cybersecurity 
efforts. 

Seek topline input from 
the IT department, CIO, 
heads of departments or 
HR to get a well-rounded 
view on the company’s 
efforts.  



According to a 2015 Singapore Business 
Federation Survey: 

79% of businesses concerned about their 
vulnerability to a cyber attack cite resource, 
manpower, budget or workload constraints as 
hindering employee education.

• [Insert information on where the company is on this front]

* Source: Cyber Security Dipstick Survey conducted by Singapore Business Federation, October 2015 

GUIDE

Think about daily 
operational and 
financial constraints 
faced by the various 
functions of your 
company. How does the 
culture of your company 
help or hinder 
awareness about 
cybersecurity? 

Seek topline input from 
the IT department, CIO, 
heads of departments or 
HR to get a well-rounded 
view on the company’s 
priorities and 
challenges.



Why Is Employee Awareness 

So Important In The 

Company’s Cybersecurity 
Efforts?



1. Data and security breaches are more 
common than you think 

• Total costs to businesses globally have soared to around 
$280 billion, with damage to reputation, management time 
and customer loss as the primary impacts of cyber attacks.

* Source: Grant Thornton International Business Report (IBR) 2016



Business	  Times:	  October	  5	  2015

2. Cyber risk is a business risk and a 
process of ongoing management is required



Business	  Times:	  October	  6	  2015

3. People, process and technology need to 
work hand-in-hand against cybersecurity 
threats



According to a 2015 Singapore Business 
Federation Survey: 

82% of concerned businesses seldom or never 
conduct any form of cyber security training or 
updates for their employees.

• [Insert information on where the company is on this front]

GUIDE

When was the last time  
any formal or informal 
form of cybersecurity 
training was carried out 
in your company? 

Have you come across 
incidences where 
employees displayed 
bad cybersecurity habits 
that put the company at 
risk?

Seek topline input from 
the IT department, CIO, 
heads of departments or 
HR to get a well-rounded 
view on how much they 
think employees can 
benefit from some sort 
of cybersecurity 
programme.

* Source: Cyber Security Dipstick Survey conducted by Singapore Business Federation, October 2015 



An Effective Training 
Programme Can 

Positively Affect The 
Company’s Bottom Line



COST-BENEFIT ANALYSIS

• How much money does the company 
lose each year due to security 
breaches? 

•What are alternative approaches to 
reducing cost?

GUIDE

This is a typical cost-benefit analysis 
system employed by companies 
determining the feasibility of 
investment projects.  

If you or your company are used to 
alternative templates, just replace 
this section with the scenario 
analysis slides from your company. 

In the following slides, Scenario 1 
shows the net cost if no employee 
programme was pursued and 
Scenario 2 shows the net benefit if 
an employee programme was 
pursued.   

For management to support an 
employee cybersecurity programme, 
the net benefit of Scenario 2 should 
outweigh the cost of Scenario 1.



OVERVIEW OF CURRENT APPROACH: Scenario 1

COSTS CURRENT YEAR 
(CY)

CY + 1 CY + 2

Investment in security hardware

Investment in security software

Investment in IT support

TOTAL COST CURRENT VALUE

BENEFITS CURRENT 
YEAR (CY)

CY + 1 CY + 2

Reduction in disruption to business (e.g. 
prevention of security breaches)

Reduction in loss of first mover 
advantage or proprietary competency

Increase in brand equity or company 
corporate reputation translated as  
financial gain

TOTAL BENEFIT CURRENT VALUE

TOPLINE COST-
BENEFIT 

ANALYSIS

TOTAL
PV 

COSTS

TOTAL 
PV 

BENEFITS

NET 
COST 

(TOTAL PV 
COSTS –

TOTAL PV 
BENEFITS)

GUIDE

This assessment takes into 
consideration a mid-term (3 
year) view of the investment 
value of an employee 
programme, converted into 
present value (PV).

Recruit Finance and 
Operations personnel to assist 
in putting value to the benefit 
categories indicated here. 

For more tools to calculate 
impact of cyber breaches, 
visit: CyberTab

Alternatively for more 
references on impact 
monetization, refer to 
Resource Library of this 
toolkit.

Status Quo, without Employee Awareness Programme



COSTS CURRENT YEAR 
(CY)

CY + 1 CY + 2

Investment in security hardware

Investment in security software

Investment in IT support

Investment in employee awareness 
programme 
(Estimated staff cost or resource 
equivalent)

TOTAL COST CURRENT VALUE

BENEFITS CURRENT 
YEAR (CY)

CY + 1 CY + 2

Reduction in disruption to business (e.g. 
prevention of security breaches)

Reduction in loss of first mover 
advantage or proprietary competency

Increase in brand equity or company 
corporate reputation translated as  
financial gain

TOTAL BENEFIT CURRENT VALUE

TOPLINE COST-
BENEFIT 

ANALYSIS

With Employee Awareness Programme

TOTAL
PV 

BENEFITS

TOTAL 
PV 

COSTS

NET 
BENEFIT 

(TOTAL PV 
BENEFITS –
TOTAL PV 

COSTS)

OVERVIEW OF CURRENT APPROACH: Scenario 2

GUIDE

An additional cost category 
of the employee 
programme is incorporated 
in this scenario.  

The values of the benefit 
categories should increase 
significantly, to justify the 
implementation of the 
employee awareness 
programme.

For more tools to calculate 
impact of cyber breaches, 
visit: CyberTab

Alternatively for more 
references on impact 
monetization, refer to 
Resource Library of this 
toolkit.



GEARING UP FOR SUCCESS:

Tips that will increase the 
success of your employee 

training programme



Success of a security awareness programme 
hinges on information delivery

1. Security awareness training should be 
incorporated into new employee 

orientation and special training sessions 
by department

* Adapted from source: “Train employees - your best defense - for security awareness” Luis Navarro, Senior Consultant,  Security 
Awareness Practice, Symantec

GUIDE

Work with HR and 
Department Heads to 
identify 3 ways for 
cybersecurity 
educational messages to 
be integrated into 
existing activities or 
channels.



2. Executives and managers may be more 
receptive to training that is incorporated 

into regular management meetings 

* Adapted from source: “Train employees - your best defense - for security awareness” Luis Navarro, Senior Consultant,  Security 
Awareness Practice, Symantec

Success of a security awareness programme 
hinges on information delivery

GUIDE

Discuss with senior 
management ways that 
performance measures  
can be revised to 
promote good 
cybersecurity practices.



3. A good way to reinforce what has been 
learned is to offer rewards and 

positive feedback to employees for 
improving their security behaviour  

* Adapted from source: “Train employees - your best defense - for security awareness” Luis Navarro, Senior Consultant,  Security 
Awareness Practice, Symantec

Success of a security awareness programme 
hinges on information delivery

GUIDE

Work with HR and 
Department Heads to 
identify 3 ways that 
employees can be 
incentivised to adopt 
positive cybersecurity 
practices. 



4.  Announcements can be made through 
company newsletters or mass emails that 

show employees a comparison of statistics 
from before and after the training 

* Adapted from source: “Train employees - your best defense - for security awareness” Luis Navarro, Senior Consultant,  Security 
Awareness Practice, Symantec

Success of a security awareness programme 
hinges on information delivery

GUIDE

Work with the Corporate 
Communications team 
and HR to identify 3 
ways to keep employees 
motivated on issues 
pertaining to 
cybersecurity.



5.  Seeing that others in the company are 
making the effort to become more security 

conscious will further encourage 
employees to continue good security 

behaviour
* Adapted from source: “Train employees - your best defense - for security awareness” Luis Navarro, Senior Consultant,  Security 
Awareness Practice, Symantec

Success of a security awareness programme 
hinges on information delivery

GUIDE

Work with the Corporate 
Communications team 
and HR to identify 3 
ways to keep employees 
motivated on issues 
pertaining to 
cybersecurity.



DEPLOYING THE TOOLKIT:

How to get employees aware 
and then change their 

behaviour for the long-term



According to a 2015 Singapore Business 
Federation Survey: 

The employee education digital toolkit 
emerged as the most preferred cyber security 
enablement option for their company, ranked 

above structured training sessions or a 
combination of both.

* Source: Cyber Security Dipstick Survey conducted by Singapore Business Federation, October 2015 

GUIDE

It is important to 
emphasise the benefits 
of a “plug-and-play” kit, 
one that helps 
companies overcome 
manpower, expertise 
and resource issues.  

For an overview of the 
features of the 
Employee Cybersecurity 
Kit, refer to the “ECSK 
Infosheet”



How the Employee Cybersecurity Kit has been 
designed

Based on the Transtheoretical
Model (TTM) of Behavioural 
Change by Prochaska and 
DiClimente (1983), this Employee 
Cybersecurity Kit helps organisations 
through the steps of change that will 
create long-lived behaviours and 
assist with cultural change 
pertaining to cybersecurity.

GUIDE

Explain to the senior team how the employee 
toolkit material is to be rolled out  based on the 
principles of a 5-stage engagement.  

Each stage of the roll-out plan corresponds to 
collateral or activities to be implemented.



Presenting the Plug-and-Play Toolkit for 
your Employees’ Cyber Readiness: Level 1

GUIDE

Each stage of the roll-out 
plan corresponds to 
collateral or activities to 
be implemented.  Clicking 
on each box brings you 
directly to the collateral 
or implementation guide 
of each activity.



Presenting the Plug-and-Play Toolkit for 
your Employees’ Cyber Readiness: Level 2

GUIDE

Each stage of the roll-out 
plan corresponds to 
collateral or activities to 
be implemented.  Clicking 
on each box brings you 
directly to the collateral 
or implementation guide 
of each activity.


