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The Importance Of

Employee Awareness
In Cybersecurity For Business



You might need some help in convincing your peers and seniors
to commit to rolling out the Employee Cybersecurity Kit. That's
why we have designed this simple, easy-to-follow presentation to
help establish the importance of employee education on
cybersecurity, demonstrate how Cybersecurity breaches can
adversely impact your company's bottom line, and showcase the
benefits of running the Kit.

These first 2 slides are a guide to advise you on how to adapt the
presentation for your company's needs. Little grey "GUIDE" boxes
are scattered throughout the pages to guide you on how to adapt
the corresponding slide accordingly to your company.

You will need an estimated one to two hours to adapt the
presentation for your company.

Objective of this deck: Offers a quick snapshot of the likelihood
and consequences of a cyber attack on the business; and how an
employee programme is an effective way to guard against
cybersecurity threats.

What it contains:

% Statistics on how prepared businesses are in Singapore, and
why employee awareness is important in the fight against
cybersecurity threats

Framework for cost-benefit analysis

What makes a good employee education programme

®
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Statistics for Internal Assessment

In a survey conducted by the Singapore Business Federation,
senior management of companies from across industries
indicated their concern that their business could be vulnerable to
a cyber attack. In reality, not many invest in an holistic approach
- i.e. the hardware, software and peopleware aspects of
cybersecurity. The statistics offer a reality check on where your
company is in awareness, understanding or actions in relation to
being cyber savvy.

Incorporate qualitative (quotes, cite incidences or photo evidence)
or quantitative (IT survey figures or system use numbers)
information to provide as accurately as possible a snapshot of
your company’s situation. Get help from your HR, IT team or
department heads to input data where necessary.

Cost-Benefit Analysis

To assess relative importance of business priorities, the decision
to invest in an employee programme depends on the opportunity
cost for a company. The framework provided in this deck guides
you on what to consider for two scenarios: If no employee
programme was implemented and if an employee programme was
implemented.

The intention is to demonstrate how - by not implementing an
employee programme - the risks and potential costs are too high
to bear; and how an employee programme reduces potential costs
to the company.



Elements of a Good Employee Awareness Programme

After your senior team is aligned on the need to kick-start an
employee programme, the next step is to define the extent
of the first step to take. It is possible to build a rigorous
employee programme by starting small and being consistent.

The slides included in the last section of this deck explain in
a nutshell the habit conversion model that the Employee

Cybersecurity Kit is based on, and tips that will increase the
success of your employee training programme.

You'll find four types of guiding information in the little grey
"GUIDE" boxes on the left side of the slides. These include:

, Reference tools and external aids to
help you with the specific task

Assistance or input that you may need
from around your company

B
O Watch-outs
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Reminders



CUIDE While 75% said that cyber security has increased
onsomor e 1N iMportance for their business over the last
straw poll on whether three years, only 40% of SMEs think that their

they are concerned

about a cyber-attackon - COMpPany is adequately protected against cyber

the business. Contrast = =

that with the company's securli tY Fis ks-
current cybersecurity

efforts.

A  [Insert note on where the company is on this front]

Seek topline input from
the IT department, CIO,
heads of departments or
HR to get a well-rounded
view on the company’s
efforts.

* Source: Beazley’s Survey on the Perception of Cyber Security Risk 2016



GUIDE

Think about daily
operational and
financial constraints
faced by the various
functions of your
company. How does the
culture of your company
help or hinder
awareness about
cybersecurity?

B

Seek topline input from
the IT department, CIO,
heads of departments or
HR to get a well-rounded
view on the company’s
priorities and
challenges.

79% of businesses concerned about their
vulnerability to a cyber attack cite resource,
manpower, budget or workload constraints as
hindering employee education.

 [Insert information on where the company is on this front]

* Source: Cyber Security Dipstick Survey conducted by Singapore Business Federation, October 2015



Why Is
So Important In The

Company’s Cybersecurity
Efforts?



1. Data and security breaches are more

common than you think

« Total costs to businesses globally have soared to around
$280 billion, with damage to reputation, management time
and customer loss as the primary impacts of cyber attacks.

WHAT IS THE PRIMARY IMPACT OF A CYBER-ATTACK?

$ 2 80bn L —

TOTAL COST OF CYBER-ATTACKS 26% MANAGEMENT TIME
T0 BUSINESSES IN THE PAST 3 I 16.4%  custoMERLOSS OR CHURN
12 MONTHS 4 N 12« CLEAN-UP COSTS
@1’ \ I.— h Il 7.4% DIRECT LOSS OF TURNOVER
—AS I 6 I 3:6% COMPETIIVENESS
= 71 13.1% CUSTOMER BEHAVIOUR CHANGE

* Source: Grant Thornton International Business Report (IBR) 2016
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of 650 Standard Chartered clients. The affect-
ed organisations spent $51.36 million to re-
pair their computer systems. Raj was sen-
tenced to five years in jail in January this year.

Itis evident that cyber threats represent a
real risk to Singapore companies, and the
country as a whole.

The government recognises this and is
ramping up cyber security measures, most
notably with the establishment of a Cyber Se-
curity Agency to oversee the nation's cyber se-
curity functions. The Personal Data Protec-
tion Commission followed with the issuance
of a Guide to Managing Data Breaches in May
this year.

Companies need to follow suit. The Inter
national Chamber of Commerce in its cyber
security guide for business (released in June)
wamns that “if something of value is online, it
is at risk, and is likely compromised”.

Cyber risk is a business risk

Unfortunately, many boards here are not ade-
quately handling this pressing situation. Two
 barriers often stand in their way. The firstis
ear (of being overwhelmed) and intimidation

se it is a technical area that only a few

awareness and a “head in the sand” approach
to cyber risk management.

Both barriers can be torn down if directors
handle cyber risk in the same way as any oth-
er business risk.

That said, directors must realise and ac-
cept that cyber risk management is an ongo-
ing process and that, while there is no assur-
ance of ever attaining absolute security, they
need to continually commit to manage cyber
risk even when there is no stable end-state.

Board attention Is needed

Just like any other business risk, cyber securi-
ty is not an ephemeral item on the boardroom
agenda, and requires three broad actions.

The first step in managing any kind of or-
ganisational risk is to undertake a risk analy-
sis exercise. This includes prioritising the
risks that justify the time and expense re-
quired to manage them. It may be trite to say
that scarce financial and manpower resourc-
es mean that hard choices must be made, It is
neither possible nor sensible to devote scarce
resources to try and protect everything.

So an organisation must identify assets
that most require protection. Management’s
risk analysis must enable the organisation to

understand and prioritise what is important; Being

important or critical physical and informa-
tion assets are essential and therefore must
be protected.

The second is leadership of the issue —
starting with the board - that needs to be ex-
hibited down the value chain. Everyone in the
organisation needs to “own’ cyber risk and cy-
ber security.

Take, for example, safety in the building in-
dustry as a parallel. Once, worker safety was
the responsibility of a few people - perhaps a
site safety officer or a foreman. But this
changed after extensive work-safety cam-
paigns raised awareness; the point is that eve-
ryone now “owns” worker safety. Interesting-
ly, the Workplace Safety and Health Act ex-
pressly puts the burden of ensuring a safe
workplace firmly on the shoulders of the
board of directors. In time, that may be the
case for a cyber-secure workplace.

The third step in managing cyber risk is
for the board to mandate management to
have systems and processes in place to detect
any security breach and to respond to it -
both internally and externally - through insti-
tutionalised processes. The response must be
documented, rehearsed and updated to re-
spond to changes in the threat environment.

’ Business Times: October 5 2015

2. Cyber risk is a business risk and a :
process of ongoing management is required




3. People, process and technology neeql to
work hand-in-hand against cybersecurity

threats
should step up in cyber security

ness ecosystems. They not only support mul-
tinational corporations (MNCs) but also pro-
vide services to the governmental and pri-
Vvate organisations which are key to national
infrastructure, including electricity, trans-
port, healthcare, etc. While some of these
SMEs might not hold highly sensitive data
(for example, customer data, intellectual
property), they are nevertheless part of the
business ecosystem and will be an attractive
target for anyone trying to infiltrate into the
ecosystem. Cyber criminals are discerning
enough to look for points of vulnerability
which provide the least resistance to their en-
try. As a result, SMEs are often the weak link
within the business ecosystem..

Currently, many SMEs understandably
choose to adopt a reactive approach in terms
of cyber risk management and will only pay
attention to cyber security issues when an in-
cident happens.

The recent PwC Global State of Informa-
tion Security Survey 2015 found that 43 per
cent of small enterprises had experienced
one or more security incidents during the
past year. And that number is steadily rising.
Dismally, this is only based on known inci-
dents that were reported to the regulators
and law enforcement agencies. Many others
that were hit were not even reported or re-
corded. Perhaps they even passed unno-
ticed. Based on our experience, it is not atypi-
cal that a cybersecurity malware resides in
the companies' systems for more than 180

days before they are discovered! With such
high stakes, most would agree that informa-
tion security should deserve more attention
at the highest levels of an organisation.

As our digital economy continues to
grow, our SMEs remain an attractive target
for cyber attacks. With constrained budget,
time and resources, how do we begin? Where
do we start?

m Raising cyber awareness among SMEs

Itis imperative to engage management exec
utives of SMEs to heighten the awareness
and understanding of cyber threats to SMEs,
the motivation behind the threats, as well as
the potential ramifications and remediation
options after an attack.

It is critical for the organisation to recog-
nise that cyber risk is an enterprise-wide
management issue that needs to be led from
the management level, instead of treating it
asa purely technology issue. Management al-
5o needs to be aware that just because they
do not have customer data, they are not safe,
as the reasons for cyber attack are increasing-
ly complex and attackers are not only inter-
ested in a company per se. They might be in-
terested in using the company as an avenue
of entry or they might be interested to create
havoc.

W Understanding key risks and prioritising
what needs to be done
As SMEs have limited resources, itis very crit-

ical for them to put in place at least minimal

security defences such as employee cyber
awareness and basic technology protection
tools such as anti-virus software, followed
by additional investments in the SMEs’ key
assets and risks. Based on the Global State of
Information Security Survey 2015, 40 per
cent of small businesses have estimated fi-
nancial losses of more than $$70,000 as a re-
sult of security incidents.

This can be mitigated if the most valuable
information and transactions are identified
and given prioritised security investment. In-
creasingly there is a common agreement
that, in the case of cyber, you only know
what you know. As a result, it is important to
seek an external angle and perspective of the
company’s internal processes and policies
on a periodic basis to ensure that one is al-
ways prepared for the unknown.

resilience

m Building cyber
To ensure that SMEs are well prepared, it is
important to focus on total defence which in-
cludes a robust process, enough capable peo-
ple and effective technology. All too often,

we see companies buying expensive cyber
technology without investing in the process
and people aspects. Most defences, without
all three factors of

nology working s

main vulnerable to cyber threats. Also, both
preventive and detective measures are equal-
ly important.

Going forward, 1
tinue to embrace
businesses will co
ter-connected than
continue to be an i
economy. However, t
SMEs face presents a dan
cyber risk will continug
through various inter:
and media.

Policies, processes and
SMEs have put in place
give them immunity against
of tomorrow. It Is ]
tinue to review and monitor
rity policies at regular ij
their overall o
ahead of the cyber battl
confidence for the digital
through GoSafeOnline,
ment has established b
remediation steps
threat vectors.

’ Business Times: October 6 2015




GUIDE

When was the last time
any formal or informal
form of cybersecurity
training was carried out
in your company?

Have you come across
incidences where
employees displayed
bad cybersecurity habits
that put the company at
risk?

2

Seek topline input from
the IT department, ClO,
heads of departments or
HR to get a well-rounded
view on how much they
think employees can
benefit from some sort
of cybersecurity
programme.

82% of concerned businesses seldom or never
conduct any form of cyber security training or
updates for their employees.

 [Insert information on where the company is on this front]

* Source: Cyber Security Dipstick Survey conducted by Singapore Business Federation, October 2015



An Effective Training
Programme Can

Positively Affect The
Company’s Bottom Line



GUIDE

This is a typical cost-benefit analysis
system employed by companies
determining the feasibility of

TS * How much money does the company
e e lose each year due to security
this section with the scenario b re ac h e S?

analysis slides from your company.

In the following slides, Scenario 1
shows the net cost if no employee

oo 2 shomscnenecsenerer © What are alternative approaches to
e reducing cost?

10

For management to support an
employee cybersecurity programme,
the net benefit of Scenario 2 should
outweigh the cost of Scenario 1.



GUIDE

102

This assessment takes into
consideration a mid-term (3
year) view of the investment
value of an employee
programme, converted into
present value (PV).

Recruit Finance and
Operations personnel to assist
in putting value to the benefit
categories indicated here.

,

For more tools to calculate
impact of cyber breaches,
visit: CyberTab

4

Alternatively for more
references on impact
monetization, refer to
Resource Library of this
toolkit.

COSTS CURRENT YEAR CY + 1

(CY)

CY +2

Investment in security hardware
Investment in security software

Investment in IT support

TOTAL COST CURRENT VALUE

TOPLINE COST-
BENEFIT
ANALYSIS

TOTAL
PV
COSTS

BENEFITS CURRENT

YEAR (CY)

CY+1

CY +2 TOTAL
PV
BENEFITS

Reduction in disruption to business (e.g.
prevention of security breaches)

Reduction in loss of first mover
advantage or proprietary competency

Increase in brand equity or company
corporate reputation translated as
financial gain

TOTAL BENEFIT CURRENT VALUE

NET
COoST

(TOTAL PV
COSTS -
TOTAL PV
BENEFITS)




GUIDE

An additional cost category
of the employee
programme is incorporated
in this scenario.

102

The values of the benefit
categories should increase
significantly, to justify the
implementation of the
employee awareness
programme.

’

For more tools to calculate
impact of cyber breaches,
visit: CyberTab

4

Alternatively for more
references on impact
monetization, refer to
Resource Library of this
toolkit.

COSTS CURRENT YEAR CY +1 CY +2
(CY)
Investment in security hardware
Investment in security software
TOPLINE COST-

Investment in IT support BENEFIT

ANALYSIS
Investment in employee awareness
programme TOTAL
(Estimated staff cost or resource PV
equivalent) BENEFITS
TOTAL COST CURRENT VALUE

TOTAL

PV

BENEFITS CURRENT CY + 1 CY + 2 COSIS
YEAR (CY)

NET

Reduction in disruption to business (e.g.

prevention of security breaches)

Reduction in loss of first mover
advantage or proprietary competency

Increase in brand equity or company
corporate reputation translated as
financial gain

TOTAL BENEFIT CURRENT VALUE

BENEFIT

(TOTAL PV

BENEFITS -

TOTAL PV
COSTS)




GEARING UP FOR SUCCESS:

that will
of your employee
training programme



GUIDE

B

Work with HR and
Department Heads to
identify 3 ways for

bersecirity  caesto 1. Security awareness training should be
existing activities or into new employee
channets orientation and special training sessions

by department

* Adapted from source: “Train employees - your best defense - for security awareness” Luis Navarro, Senior Consultant, Security
Awareness Practice, Symantec



GUIDE

B

Discuss with senior
management ways that
performance measures
can be revised to
promote good

cybersecurity practices. 2. Executives and Managers
to training that is incorporated
into regular management meetings

* Adapted from source: “Train employees - your best defense - for security awareness” Luis Navarro, Senior Consultant, Security
Awavreness Practice, Symantec



GUIDE

B

Work with HR and
Department Heads to

identify 3 ways that 3. A good way to reinforce what has been

employees can be )
incentivised to adopt d

positive cybersecurity I e a- r n e I S to
practices.

to employees for
improving their security behaviour

* Adapted from source: “Train employees - your best defense - for security awareness” Luis Navarro, Senior Consultant, Security
Awareness Practice, Symantec



GUIDE

B

Work with the Corporate
Communications team
and HR to identify 3

o

ways to keep employees ‘
motivated on issues

el 4. Announcements can be made through
company newsletters or mass emails that
show employees a

the training

* Adapted from source: “Train employees - your best defense - for security awareness” Luis Navarro, Senior Consultant, Security
Awareness Practice, Symantec



GUIDE

B

Work with the Corporate
Communications team
and HR to identify 3

e 5. Seeing that others in the company are
pertaining to

Cybersecurity. making the effort to become more security
conscious will

* Adapted from source: “Train employees - your best defense - for security awareness” Luis Navarro, Senior Consultant, Security
Awareness Practice, Symantec



DEPLOYING THE TOOLKIT:

How to get employees
and then
for the long-term



GUIDE

104

It is important to
emphasise the benefits
of a “plug-and-play” kit,
one that helps
companies overcome
manpower, expertise
and resource issues.

4

For an overview of the
features of the
Employee Cybersecurity
Kit, refer to the “ECSK
Infosheet”

The employee education digital toolkit
emerged as the most preferred cyber security
enablement option for their company, ranked

above structured training sessions or a
combination of both.

* Source: Cyber Security Dipstick Survey conducted by Singapore Business Federation, October 2015
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4

Explain to the senior team how the employee
toolkit material is to be rolled out based on the
principles of a 5-stage engagement.

Each stage of the roll-out plan corresponds to
collateral or activities to be implemented.

Based on the Transtheoretical
Model (TTM) of Behavioural
Change by Prochaska and
DiClimente (1983), this Employee

Cybersecurity Kit helps organisations
through the steps of change that will

create and

pertaining to cybersecurity.

I'm interested to
find out more about

| know and understand more /
about CYBERSECURITY AWARENESS
and its importance I'VE HEARD OF
- CYBERSECURITY

| will stay up-to-date on
CYBERSECURITY and
practice good measures

| continue to stay up-to-date
on CYBERSECURITY and
practice good measures

THE TRANSTHEORETICAL MODEL OF BEHAVIOURAL CHANGE
by Prochaska and Diclemente
BASIS FOR THE EMPLOYEE CYBERSECURITY KIT



Presenting the Plug-and-Play Toolkit for
your Employees’ Cyber Readiness: Level 1

4

Each stage of the roll-out
plan corresponds to
collateral or activities to
be implemented. Clicking
on each box brings you
directly to the collateral
or implementation guide
of each activity.
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Each stage of the roll-out DESIRE & KNOWLEDGE UL INFOGRAPHIC POSTERS

plan corresponds to CENTURY READY” QUIZ

collateral or activities to
be implemented. Clicking
on each box brings you

directly to the collateral ADVOCACY PROGRAMME GUIDE
or implementation gUIde *This will take about 2 weeks to set-up but can run indefinitely

of each activity.

EMPLOYEE CHALLENGE
*This is recommended to roll out over 4 weeks, with 1 week for
set-up and each subsequent week for 3 weeks. However,
companies may choose to shorten or lengthen the duration

REINFORCEMENT




